Uvoz digitalnih certifikata

Napomene:

1. Preporuceni pretrazivac€ za rad u SOKOP-u je Mozilla Firefox.
2. Ova procedura je bazirana i testirana na uvozu testnih certifikata za SOKOP-test
aplikaciju.

Uvoz certifikata u Mozilla Firefox
Mozilla Firefox posjeduje vlastitu pohranu za digitalne certifikate u koju je potrebno certifikat

pohraniti koriStenjem menija samog pretrazivaca.

1. Kliknuti na Firefox -> Options -> Options:
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2. Zatim je potrebno iz dijaloga za opcije otvoriti upravitelj certifikata
(Advanced -> Certificates -> View Certificates):
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3. Certifikat koji uvozimo je sa ekstenzijom .P12 (osobni certifikat), a u samoj datoteci
nalazi se lanac certifikata potrebnih za autentifikaciju korisnika i servera.

(Your Certificates -> Import -> Open)
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4. U dijalog koji ¢e se pojaviti potrebno je unijeti password za certifikat:
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Password Entry Dialog

Please enter the password that was used to encrypt this
certificate backup.

Password:  eees

password za certifikat

5. Ukoliko ste uspjesno uvezli certifikat medu osobni certifikatima (Your Certificates) ¢e

6.

se nalaziti korisni¢ki certifikat:
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You have certificates from these organizations that identify you:
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..a medu Certifikacijskim autoritetima novi certifikacijski autoritet (samo za testnu

verziju SOKOP-a)
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You have certificates on file that identify these certificate authorities:
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Uvoz certifikata u Internet Explorer i Google Chrome

Ova dva pretrazivaca koriste sistemsku pohranu za certifikate i za njih se certifikati uvoze
direktno u Windows.

1. U datoteci sa ekstenzijom .P12 nalazi lanac certifikata. Dvoklikom na nju otvara se
prozor za uvoz certifikata

nputer » OSDisk (C:) » Users » Public » JKP Cert » JKP

nstall PEX + Burn New folder =~ [ .@
-
Marne Date medified Type Size
I;] JKP . 2412014, 10:10 Security Cerificate 1 KB ~

File to Import

EJKP \ Certificate Import Wizard

Specify the file you want to impart.

\Fi\e name:
C:\UsersPublicUKP Cert\IKPVIKP.p12) Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats
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2. U slijededéi ekran unijeti password za certifikat i po Zelji oznaciti opciju da se omogudi
izvoz certifikata iz pretrazivaca (ovo omogucuje backup i prijenos na drugi raCunar sa
radnog, ukoliko izgubite originalni file sa certifikatom).
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Password
To maintain security, the private key was protected with a passward.

Type the password for the private key.

Password:
veee password za certifikat

|| Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys
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3. Najbolje je pustiti da sistem sam odabere pohranu za certifikat
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

( utomatically select the certificate store bazed on the type cfoertiﬁabe)

() Place all certificates in the following store

Certificate store:

Browse...
Learn more about certificate stores
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